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19 2] Outlock B T EThEE

4 (FRIZT & HAMLE, TRE “BRAE7

Wiz i 2T & A AT R, BRI EXHFARET
HEERH . HITFMA, TRE “BExs”. HET
HEEW R L i, Bt “EFNAREND ik, TF
FRREAE AL, XK E KA HEEAEE. RS OT
W, 1T LR,

EEHADEFEEERE

ARAEEHEFRE, TG FEalibgit (B  NEFEESEES | FiEEplddscoxa.gov.cn
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5. BMHHIMHIHEXAR, TR AEHTEER,

R IE X AT IR I, T REANE AT
Bl B AR. RETLAMRAEEFANTNMEE, &
RAFH R EREFRHITEF KRB XTEXAFE
Wik, MR R AT,

(Z) $IaMusRETEEN

1. FIRIERBAASEHERM A S AT

AFAEATHEE . AEA5 . B B R o RIS O A e A I
AR &SI

2. MANEZEERANE RN

FUR B s S A B0 S T, 6 0% A B T M ik (URL)
AAREBLHZE, EFEAWWIEHEETEEAK.

EFRE, oA EBEERLH XM, HiEH X
AN I RA F A,

21 EAREEREESR
S FUE B FRA CA AR B9 SUER BT AR B 2 4R
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A2,

Qo= %

Nl T

E 2 Y REMESRES L
. RERIEREHIPEHE

R BT B A I 3P Ak, x| YR B 7 IR Mkt

w

¥H>>ﬁﬂ
/1

H-:l_gz_ J’;\.l
4. EHEAEARHY HOSTS XX
B AEANL hosts XM, BARXENAEAHER, A

Ay TP Fr et g A AT R A A M BR PR AR E

# Shosts XHLE
AAXA host XL &
Windows C: \Windows\System32\drivers\etc\hosts
Linux /etc/hosts

5. BELEA[{E/Y DNS fR% 5
B NAE W 44 )5, % 26 5t DNS J 422 3 bk T2 B HE4T 440
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FELEF 5 H) DNS MR4-BHhk (& 223.5.5.5) A fEJH
e IR AU G DNS 42 dhhk . B 35 ¥ B DNS R4
EH| KT

% 6 EAE Lt DNS IR F S5

J¥5 | DNS FR4-23 4 A
1 |114.114.114.114 114DNS
2 |114.114.115.115 114DNS
3 [123.125.81.6 DNS %
4 |101.226.4.6 DNS Ik
5 |218.30.118.6 DNS Ik
6 |223.5.5.5 ] B
7 1223.6.6.6 ] B
8 |180.76.76.76 "
9 1119.29.29.29 DNSPod
10 |1.2.4.8 HIE B W 445 Bl
11 ]202.38.64.1 b [E B4 A

6. 501 A £E I H Bk $E TR I T F R

7 [F] o] KR T B ORE AW A R B, o ) DR
ik (F12 BT A et B TR, s F&iEk
B, 4% Fn+F12 F BT AR TR ), M nHEH#TTF
HihE, ERNBERENAE, AMTAELEAL, RAG4E
R
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Blip: EHETET, HFR2ARTETRAATEE

KB R4 1d="username":

-

*T//Kjl\—} id="u"-

Vil

24 BEFNELEER

7. BRMuLERAMERFNRKAE T ER
TE BTN B R B £ KON A O B I K B B
RE T TEG AT EGRIKATE TR ERERT, B
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A7 P 255 RO A B X P 54y 1 [ 8 IR R, P AR
ZABPEREN. LARREHF Y HITER.

2. 2EEIRE

Mg REAREES, WRAEE SRR
FR, AR THZ2B RN, (24 5 T2 x4 & uf
TS T B0 8y B 0 R




M 1 Windows E#1E3XH 135, 139 Fim[

Windows ZEH1E X 135, 139 FinOl

F - WAt TP H AR (DX 135 5mE )

(1) 7 “Fr¥” ZEHF BT, WA “gpedit.msc”
BE A, iTHFAMYEREER, RABF T EAEE
—windows WEB—RARE—ip RA¥Y, & FAUHE
e

() EEEEERF, B3 CAE 1P Zage , By TP
D ) BXTEAE, BT -2 EHINAEETH
ARAT RERD (THERT), a& 7% 1
EREH S RO AN BIFEN %, RERE
T—%; 4% “RERRE . BHTK.
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(3 EMAH “XF 135w BT xEAES, B
W7 ®H A+, #w ERRM T TLHTE, BE B
w4

(4)  TEMOME CHHAN BT xEET, K CIP SR
plk” HWAF, BHEADAW B

() FEHIH “IPFkR B AEEF, HF i
B, CPEHHT BB AT, CEARMA” BE R
TP HEET 5 BEE TR BEF, BTECEF P
Frm. WESFE & B .

(6) |EZ “ipFHBIR", fF FE” . REZ W
AN Bt xEAE
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(1) & ip BRBEFRFRFNA B oE “20w0” , RE
W BBEET REF, , kE CEA BFm-g”
HERY, BF “Bh #4

(8) & “fidBBAE B P, R RAETE ATF,
W PR W AR CRA RTRE, MERETAL,
W E

SRR IRt x
RETE B

O trearvg
WL
O MR (N:

S AH FoigtE ESP JLE ESP SoET

e mM FFRHA)

) A EEEEE, TG E RSB %A 135
B BN, B ARE S, B CHE B,
A F AR R B
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TEREREINE
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4 Windows Defender [R5
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Bt 2 SPF. DKIM\ DMARC IRE &

SPF, DKIM, DMARC & & F53%
1. SPF iR &

SPF, 4 #% Sender Policy Framework, B & 4 A S HEAEAE .
SPE A 4 T I i 4h i & M A Mk & 3 by SR ST 4R 7 4R 13 2y — Ff
Tk ARV, AR DL TP ek AW T R R AR AT B
A,

HEWHEE SPF AL, WALHRNBHENR, &
B3 E DNS Lty Hy, HERAE TIT LR, EA-D
AWK SPR F4F B4R MR AR,

SPF LT X FH L M 4 AR
. ip4:123.123.123.123 - A ¥ ER IPv4 M.
. ip6:abed: 1234: 90ab: cdef: 5678: 90de: fabe — 7 ¥ 47

SEH TPv6e Muhk.

. a:example.com— 7 ¥ DNSA EF 4 MWW IP Hout
examplie. com,
. mx: example. com— ¥ H DNSMX 3Bk 2z — 4 HE IP

Hb 4k example. com,

. include: example. com— A1z My SPF L3k, WEE

RN, BEALAA R, WATRATHE Z 7B T

R4 5 1%
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. redirect: example. com— Z ¥ H { 4 B F 6 A4
example. com.

A& LR A7 A T 0 2 A R AL B % D oR iR
v=spfl ip4:123.123.123.123 include: example. com al
2. 1% & DKIM

DKIM {57 A % 5 5 Bl R4 B & e B, HH DKIM %
B4 KA AR AR B GO DNS R,

FAR R JF O M RS- BB B — 30 2. A
J SO 4 2L R R I A TR AT A . SRS B
W B FTHE AT, R B DKIM DNS S0 HF 4 A4 5k
T2 TR S A

P DKIM B8 V1 25 B I A8 ) Wy i A% 4 (R BEL T
F. WRAMBWILY Y Postfix —RI /T
# Install OpenDKIMimplementationsudo apt install
opendkimopendkim—tools# Add the Postfix user to the
OpenDKIMgroupsudogpasswd —a postfix opendkim

T F/etc/opendkim. conf H B EB S F L T4T:
Canonicalization
relaxed/simpleModesvAutoRestartyesAutoRestartRate
5/1HSignatureAlgorithm rsa—sha256UserID

opendkim
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3 OpenDKIM B B B 15 1% Wi 4 8y 454 & Anfg A
BRI, R TR A
. Canonicalization— % ¥ OpenDKIM 7& b il N W T
M R B DA R B AT . BRE simple AT
Wi, WEYLPReER TGS K, BXFFW
IR A A B A O B (B B R R A RAT K
BB E . relaxed/sinple A EFFRBEF.
. Mode— B &4 (s) FEiE (v) HA.
. AutoRestart B J AutoRestartRate— 4 MU & 3782 50,
B A — N E SR S R BT K.
. SignatureAlgorithm— stf ¥ B #7454 HER N
hr Sz
B T AR DL B AMT 7 A B SR A
# Maps domains to the keys used to sign cmailsKeyTable
refile: /etc/opendkim/key. tableSigningTable
refile: /etc/opendkim/signing. table# Ignore these
hosts when verifying incoming
signaturesExternallgnoreList
/etc/opendkim/trusted. hosts# Internal hosts to enable
outgoing mail signing forinternalHosts

/etc/opendkim/trusted. hosts

fR 77 5 2 B E SOk, 4 T A T B R A R Uf
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sudomkdir /etc/opendkimsudomkdir
Jetc/opendkim/keyssudochown —R opendkim: opendkim
Jetc/opendkimsudochmod go—rw /etc/opendkim/keys
/etc/opendkim/trusted. hosts

Rk
127.0. 0. 1localhost#*, example. com

A K A MR R R TR B A R AT

¥TFF /etc/opendkim/signing. table JFifim AT A2
«Rexample. com default. _domainkey. example. com

X434 7F OpenDKIM MAEAT example. com Hubk & i By VK
B R fEE default. _domainkey. example. com &5 4HFEAT 4L
% .

W AT /etc/opendkim/key. table Ffifiim AT WA
default. _domainkey. example. com
example. com: default: /etc/opendkim/keys/example. com/
default. private

default. _domainkey. example. com W & X By #F 8
w ® OB O x @ B £ ® & #H
Jetc/opendkim/keys/example. com/default. private,

BT R RATH £ x4
sudoopendkim—genkey —d example.com -D

/etc/opendkim/keys/example. com —s default
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—ysudochownopendkim: opendkim
/etc/opendkim/keys/example.com/default.privatesudoc
hmod 600
/etc/opendkim/keys/example. com/default. private

BB A A A A R R A R A A

BTR, GFEHAFMRGE LH NS ok, T
/etc/opendkim/keys/example. com/default. txt., E &2
Wi BT AT WA TXT R R BRI 4 Ry DNS GRS ey (E. A
default. -domainkey, [F N X7 A% b &4 44 HH
Y HEAR By 4 BRAE g DNS E LA

B Ja —F K OpenDKIM # 5| Postfix. FRITIA
#y OpenDKIM &L E SULEIF i Ar DL TRAT (AR A ):
Socket inet: §891Wlocalhost

KU A TCP BB, Postfix Kk HRERY
P TH 4% % 45 OpenDKIM DLHAT 4848 A1 003l

B NARFTITAEy Postfix HLE UM,
/ete/postfix/main. cf:
milter_protocol = 2milter_default_action =
acceptsmtpd.milters =
inet: localhost: 8891non_smtpd-milters =

inet: localhost: 8891
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WRRERATLEGENES RAE, HFLABLEE
JHY —% Postfix fjHEE. 44 OpenDKIM 388875 n 3| H
HPRI KR, WARWE—DHAT. XK OpenDKIM
T LA Y LR B MR R

WK UEH B x)ﬁ Postfix (service postfix
restart) JFAN DKIM 4 #y3H & 5 45, &7 DUEA LT
opendkim—testkey AN RARE & T F#:
sudoopendkim—-testkey —-d example.com —-s default —vvv
opendkim—testkey: using default configfile
/etc/opendkim. confopendkim—testkey: checking key
‘default. _domainkey. example. com’ opendkim—testkey:
key secureopendkim—-testkey: key 0K

B W LR T, m R R KRB
check—-auth@verifier. port25. com. DKIM check: pass &4
EhFdH. o REFTKRK, HHE Postfix B X
Jetc/var/mail. log LR KL 4517,

=======Summary of

Results ====

== ====8PF check: passDomainKeys
check: neutralDKIM check: pass

3. DMARC & &
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DMARC R TH MM EBGRIE. REF—BE". ©
2R HARERETHERSBERT EAERNETH
% L

5 SPF A DKIM [, DMARC NPT ag#&ME T —#
XA S TR AR B AR E S R R il Ay Y
ERf e Et A, XFHZARE

. none — FRAB T ULELHEE.
. quarantine — 4 & 2 B M B L R EE R
. rteject — #F 4 IR EHI A,

DMARC YE3E4HAR &ML . & T U482 AR IR & 3878
U ] FAROR AR B v TR AR BT R A B . 2N
R T A G IR E AN RSB Internet FREL

B AN DMARC DNS 8. B RZ A8 A A X
_dmarc. example. com EAA #y TXT 123k,
v=DMARC1; p=none; rua=mailto:user@example.com

. p=nome—p FRAL4 R AR IS B Ak 2 5 I TR Y 1

Bk ERAT 4. BAELHE LERENREZ .

. rua=mailto...—rua ARZ4E N A A AR A B K 2 B

4., ERMFRT, Boldm T asE, ®

A YA KR R, LA DU R AR A KR TE

B,
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A A% IR I DMARC AR 4L, X S 8 7 DAY T
SRR A R, KK SPE 0 DKIM A2 I LAT 7 ARk,
JEECE DMARC 441 H Ty BTl iy & 2 L.
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